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Executive Synopsis
Enterprises are not struggling to adopt AI. They are struggling to control it once it begins to act.

AI agents are no longer limited to assisting developers or automating narrow tasks. They are now embedded directly 

into development environments and business workflows, where they generate code, call tools, access systems, and 

trigger downstream effects. This shift has quietly moved AI from 

a layer of assistance to a layer of execution. What appears on the 

surface as productivity gain is, underneath, a fundamental change in 

how work is created and carried out.

At the same time, the population of builders has expanded 

dramatically. AI-powered IDES and low-code platforms have enabled 

a new class of participant often described as the citizen developer. 

These individuals operate at the level of intent. They define what 

needs to happen and rely on agents to execute across systems 

they may not fully understand. This does not just increase output. 

It increases variability, interconnectedness, and the number of 

execution paths operating inside the enterprise.

This is not simply a tooling evolution. It is a structural shift in control.

Execution has moved into environments that were never designed to govern it. Behavior is now determined 

dynamically across models, agents, tools, MCP servers, and downstream systems. Yet most organizations still rely on 

control mechanisms designed for a different era. Code review, access policies, and pre-deployment validation assume 

that behavior can be defined and verified before execution begins.

That assumption no longer holds.

Once execution starts, those controls are no longer attached to the system that is acting. The result is not a gradual 

degradation of control. It is an immediate loss of it.

If control does not exist within the execution path, it does not exist at all.

This is why organizations consistently stall when attempting to move from experimentation to production. It is not a 

failure of innovation or investment. It is a failure of control at the exact moment it matters most.

A new operating model is required. It must be grounded in a clear understanding of the full Agentic Action Path, 

supported by Trust Context that travels with execution, and enforced through precise control applied at the point 

of action. Organizations that adopt this model can move quickly with confidence. Those that do not will continue to 

experience stalled deployments, inconsistent outcomes, and increasing operational risk.
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“If control does 
not exist within  	
the execution       	
path, it does      	
not exist  
at all.”
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The Upstream Shift
Who builds is changing

Much of the current discussion around AI focuses on 

productivity gains. While these gains are real, they 

obscure a more important and more durable shift: the 

expansion of who can build.

AI-native development environments have reduced the 

technical barrier to creating software and automation. 

Tasks that previously required engineering expertise 

can now be initiated and completed by product man-

agers, analysts, and operators. This has given rise to 

the citizen developer, a builder who defines intent and 

relies on agents to translate that intent into execution.

This shift is already measurable. Industry forecasts 

indicate that the majority of new applications will soon 

be created outside traditional IT organizations. Plat-

forms such as Microsoft’s Power Platform have tens of 

millions of active users, many of whom are not formally 

trained developers. At the same time, GitHub reports 

that most developers now rely on AI-assisted coding as 

part of their workflow, accelerating both the speed and 

volume of output.

The implications extend beyond productivity.

As the number of builders increases, the number of 

workflows increases. As workflows increase, the num-

ber of execution paths multiplies. Each path introduces 

new combinations of tools, systems, and downstream 

dependencies. What was once a controlled pipeline 

becomes a distributed network of execution.

Control models built for centralized development do 

not scale into this environment. They assume a limited 

number of creators and a predictable path from code 

to outcome. Neither assumption holds in an agentic 

system.

The organizations that succeed in this new environ-

ment will not simply be those that enable more build-

ers. They will be those that can manage the execution 

consequences of that expansion.

https://bluerock.io
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The Structural Shift
Execution moved, control did not follow.

The central challenge in agentic systems is often 

described in terms of visibility or governance. This 

framing understates the problem. The issue is not simply 

that organizations cannot see what is happening. It is 

that they cannot control it once it begins.

To understand this, it is necessary to separate creation 

from execution.

Creation defines intent. It describes what a system 

is expected to do. Execution determines outcome. It 

reflects what the system actually does when interacting 

with real-world conditions.

In traditional software systems, these two were tightly 

coupled. Code defined behavior, testing validated it, 

and deployment enforced it. Control existed because 

execution followed a predictable path defined in 

advance.

Agentic systems break this coupling.

Execution unfolds dynamically across the Agentic Action 

Path. A model generates a decision based on context. 

An agent interprets that decision and selects actions. 

Tools are invoked to perform those actions. MCP servers 

coordinate capabilities. Downstream systems respond 

and create further effects. Each step influences the 

next, often in ways that cannot be fully anticipated 

beforehand.

This introduces a level of variability that traditional 

control mechanisms cannot absorb.

Logs provide a retrospective view of what occurred, but 

they do not influence behavior as it happens. Gateways 

operate at the request boundary, but they do not govern 

how decisions propagate through execution. Policies 

define acceptable behavior, but they are applied before 

execution begins and cannot adapt once conditions 

change.

These approaches create the appearance of control 

without providing it.

Control fails at the moment execution begins because it 

is not embedded within the execution path itself. It sits 

outside the system that is acting.

This is the Agentic Execution Gap. It is not simply a lack 

of visibility. It is a structural disconnect between where 

control is applied and where behavior occurs.

Once that gap exists, outcomes can no longer be reliably 

predicted or governed.

The Organizational Impact 
From centralized control to distributed autonomy

The shift in execution fundamentally changes how 

organizations operate.

Historically, control was achieved through centralization. 

Engineering teams defined behavior through code. 

Changes were reviewed and approved before 

deployment. Execution followed a linear and largely 

predictable path.

Agentic systems replace this model with distributed 

autonomy.
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Faced with this shift, many organizations fall into a 

familiar pattern. They assume they must choose between 

moving quickly and maintaining control.

This assumption is incorrect, but it persists because 

existing control models cannot operate at the speed of 

agentic execution.

When organizations attempt to enforce control through 

restriction, development slows. Teams look for ways 

to bypass controls, creating new blind spots. When 

organizations prioritize speed without redefining control, 

risk accumulates in ways that are difficult to measure or 

contain.

Both approaches lead to failure.

The underlying issue is not speed itself. It is where and 

how control is applied.

Control in traditional systems is applied before execution. 

It is based on code quality, policy definition, and pre-

deployment validation. In agentic systems, control must 

shift to the moment of execution, where decisions are 

made and actions occur.

This represents a fundamental transition.

Control moves from code quality to agentic execution.

When control operates at the point of action, it becomes 

possible to maintain speed while governing behavior. 

Without that shift, organizations remain trapped in a 

tradeoff that no longer reflects the reality of how their 

systems function.

The False Tradeoff
Speed vs Control

Creation is no longer limited to a single function. 

Decision-making occurs during execution rather than 

before it. Actions span multiple systems, often crossing 

organizational boundaries. The system becomes a 

network of interacting components rather than a 

controlled pipeline.

This introduces new categories of risk.

Behavior becomes difficult to trace across systems. 

Actions initiated in one context can propagate into others 

without clear attribution. Workflows can emerge outside 

formal processes, driven by individual users or teams 

operating with AI-assisted tools.

Traditional governance mechanisms cannot keep pace 

with this level of dynamism. Pre-approval processes 

and static policies are designed for environments 

where behavior is stable. In agentic systems, behavior is 

continuously evolving.

The result is a widening gap between how organizations 

believe their systems operate and how they actually 

behave in production.

“Control fails at the moment execution begins because 

it is not embedded within the execution path itself. It 

sits outside the system that is acting.”

https://bluerock.io
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Closing the execution gap requires a new operational 

model that aligns control with execution.

The first requirement is comprehensive visibility across 

the full Agentic Action Path. Organizations must 

understand not only what decisions are made, but how 

those decisions translate into actions across tools, 

MCP servers, and downstream systems. This creates a 

continuous view of execution rather than a collection of 

isolated signals.

The second requirement is the introduction of Trust 

Context as a persistent layer attached to execution. 

Trust Context includes agent identity, tool capabilities, 

ownership and provenance of systems, and execution 

signals that describe what is happening in real time. This 

context allows behavior to be interpreted accurately 

rather than in isolation.

The third requirement is precise control applied at the 

point of action. Control must operate in real time and 

adapt to the conditions of execution. It must be granular 

enough to guide behavior without introducing friction that 

slows development. This requires moving beyond static 

policy enforcement toward dynamic, context-aware 

control.

The fourth requirement is alignment across functions. 

Engineering, security, and operations must operate from a 

shared understanding of execution. Fragmented views of 

behavior lead to fragmented control.

Organizations that adopt this model are able to scale 

agent-driven systems with confidence. Those that do not 

will continue to experience inconsistent outcomes and 

increasing exposure to risk.

The structural shifts described throughout this 

paper converge most clearly inside the development 

environment.

Modern IDES have evolved from passive coding tools 

into active execution environments. They generate code, 

execute commands, install dependencies, and interact 

directly with external systems. They are no longer just 

where software is written. They are where software 

begins to act.

At the same time, IDES are one of the most deeply 

embedded tools in the enterprise. Engineering teams 

spend the majority of their working time within them. As 

AI capabilities are integrated into these environments, 

they become the primary interface through which agentic 

systems are created and executed.

This combination of high adoption and expanded 

capability makes the IDE a critical inflection point.

It is where the expansion of citizen developers becomes 

tangible. Non-traditional builders can now contribute 

directly to application logic and system behavior through 

AI-assisted workflows. It is also where execution begins, 

often before code ever reaches a formal deployment 

pipeline.

This introduces a significant control challenge.

The New Operating Model
Agentic-First, Responsibly

Why IDES Are The Inflection Point
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Actions initiated within IDES frequently bypass traditional 

control planes. Terminal commands, dependency 

changes, and system interactions can occur without 

being captured or governed by existing mechanisms. 

The most impactful behaviors are happening in the 

environment with the least oversight.

As a result, the IDE becomes both a source of 

acceleration and a point of vulnerability.

Organizations that fail to extend visibility and control into 

this environment lose the ability to govern behavior at its 

origin. Those that establish control within the IDE gain a 

strategic advantage. They can guide execution from the 

moment it begins, rather than attempting to correct it 

after the fact.

This is why IDES are not simply another interface in the 

development lifecycle. They are the point at which control 

is either established or irreversibly lost.

Transitioning to an agentic operating model requires 

deliberate action.

The first step is acknowledging that agentic execution 

is already present across the organization. Attempts to 

restrict or prohibit its use are unlikely to succeed and 

often drive activity into less visible channels.

The second step is expanding visibility beyond traditional 

signals. Organizations must move from logs and request-

level tracing to a comprehensive view of the Agentic 

Action Path. This includes understanding how actions 

propagate across systems and where risk is introduced.

The third step is redefining control as an execution-level 

capability. Control must operate where actions occur and 

must be informed by the context of those actions. This 

requires a shift away from static policies toward dynamic 

enforcement.

The fourth step is establishing a consistent model for 

evaluating trust. Tools, MCP servers, and connected 

systems must be assessed based on their capabilities, 

ownership, and behavior. Without a standardized 

approach, control becomes inconsistent and difficult to 

scale.

The fifth step is aligning teams around a shared 

operational model. Fragmented ownership of visibility 

and control leads to gaps in execution. A unified 

approach is required to manage agent-driven systems 

effectively.

These steps create a foundation for scaling agentic 

systems responsibly. Without them, organizations will 

continue to experience friction as they attempt to move 

from experimentation to production.

The Path Forward
Enabling agentic at scale

“They are no longer just where software is written.  

They are where software begins to act.”

https://bluerock.io
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Implementing this model requires new capabilities that 

bridge strategy and execution.

Organizations need systems that connect decisions 

to actions and actions to outcomes. This creates a 

continuous execution narrative that allows teams to 

understand not just what happened, but why it happened.

They also need the ability to interpret behavior within the 

context of execution. Actions must be evaluated based 

on the identity of the agent, the capabilities of the tools 

involved, and the characteristics of the systems being 

accessed. This enables meaningful distinction between 

expected behavior and risk.

Finally, they need control mechanisms that operate with 

precision at execution. These controls must be capable 

of influencing behavior in real time without introducing 

unnecessary friction.

Together, these capabilities form an operational layer that 

enables organizations to scale agent-driven work with 

confidence while maintaining alignment with business 

objectives.

Translating Strategy Into Practice
Enabling agentic at scale

Adoption is no longer the differentiator. Control is. 
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A new competitive divide is emerging between 

organizations.

Those that can align control with execution will move 

faster, enable broader participation, and scale automation 

across the business. Those that cannot will remain 

constrained by risk and limited adoption.

The defining capability is no longer whether organizations 

adopt AI agents. It is whether they can control what 

those agents actually do.

Execution is where advantage is created or lost.

The Next Competitive Divide
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